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In August 2008, the Indonesian government's enactment of Law No. 11 on Electronic Information and 

Transaction (the ITE law) provoked outcry from local journalists and human rights activists. Containing 

several vague provisions vulnerable to arbitrary interpretation, the law was viewed by Indonesian 

journalists and activists as a threat to freedom of expression. A group of journalists and human rights 

activists quickly contested the law before the Constitutional Court. 

The concerns of the journalists and activists have become reality. Since its enactment,the ITE law has been 

used by those in power against their critics and opposition. One of the most famous cases involving the 

use of this controversial law was of Prita Mulyasari,a housewife reported to the police by Omni 

International Hospital after she complained about the unprofessional medical treatment she received 

there on a mailing list. Several charges were made against her1, including distributing defamatory material 

as under article 27 (3) of the ITE law. The acts of distributing, transmitting or creating access to electronic 

information or documents containing defamatory material are punishable under article 45 (1) of the law 

with maximum punishment of six years imprisonment,and/or a fine of one billion Indonesian Rupiah 

(approximately USD 87,000 today). 

Prita was not alone. Journalist Iwan Piliang was named as a suspect by police in October2008, following 

his article published on www.presstalk.info, in which Iwan reports thatparliamentarian Alvin Lee 

demanded a bribe of six billion Indonesian Rupiah from coal mining company PT Adaro Energy. Convinced 

that he had been a victim of an unjust law, Iwan later submitted a complaint to the Constitutional Court 

in 2008, requestingfor the annulment of articles 27 (3) and 45 (1) of the ITE law. The judges, 

however,unanimously ruled that those articles are not in violation of the constitution.2 A similar 

complaint was lodged to the Constitutional Court by a group of human rights activists in2009, which also 

did not result in the annulment of the articles at stake.3 

As the vague and arbitrary provisions of the ITE law remain, so does the prosecution ofthose who 

oppose—or simply displease—the people in power. An atheist civil servant inPadang, Alexander Aan, was 

sentenced to two and a half years of imprisonment by MuaroSijunjung District Court for violating article 

28 (2) of the ITE law, which prohibits theact of distributing information aimed at promoting hatred or 

hostility against individualsor a group of individuals based on their ethnicity, religion, race or inter-group 

affiliation.The acts that Alexander Aan was arrested for, of 'promoting hatred or hostility', weresharing a 

comic and a note on Facebook entitled, 'The Prophet Muhammad was attractedto his own daughter-in-

law' and 'The Prophet Muhammad had been sleeping with hiswife's maid'.4 

Earlier in February this year, a teacher in Makassar, Budiman, was arrested and detainedby the police 

upon the submission of a complaint by the Regent of Pangkep who was offended with Budiman's post on 

Facebook saying 'the incumbent regent is not any betterthan the former. He is Indonesia's most stupid 

regent'.5 Budiman's comment not onlyled to his arrest and detention, but also to threats by the regent's 

supporters, as a result of which, Budiman decided to stay in police custody despite being granted bail. No 

legal action has been taken against the individuals threatening him. 

The threat to freedom of e-xpression in Indonesia unfortunately does not stop at the prosecution of 

individuals who express their opinion online. Little known by the public,Internet censorship occurs in the 

country arbitrarily and without transparency. 

 



In 2010, the Indonesian Ministry of Communication and Information Technologyrevealed the plan to 

enact a regulation restricting online content. The proposedregulation, known as RPM Konten, provoked 

countrywide protests. As in the case ofthe ITE law, one of the main objections to RPM Konten was its 

vague provisions, likelyto lead to the infringement of freedom of expression, such as the proposed article 

5 onthe prohibition for Internet providers to distribute, transmit or enable access to anyonline content 

containing 'acts which degrade physical state or ability, intellectuality,service, capacity, and other physical 

or non-physical aspects of a party'.6 The regulationwas also opposed by rights activists arguing that 

restrictions to human rights can only beprescribed by laws enacted by the parliament, instead of merely 

by a staff of the executiveat the ministerial level. 

The strong opposition posed by various elements of the society at that time ended theMinister of 

Communication and Technology's plan to enact the regulation. Yet thisdoes not mean that Internet 

censorship is not taking place in Indonesia. In July thisyear, Hartoyo, the Secretary General of the NGO 

Ourvoice, promoting the rightsof the Lesbian, Gay, Bisexual and Transgender (LGBT) community, found 

that hisorganisation's website could not be accessed by the clients of Internet Service ProviderXL Axiata, 

a mobile telecommunication company.7 The blocking of Ourvoice's websiteby the company confirms the 

findings of OpenNet Initiative that the company 'focusedits filtering on web sites with content related to... 

LGBT material', during the Initiative'sInternet filtering testing on XL Axiata between August and September 

2010.8 

In response to Hartoyo's complaint to the company, he received an email explainingthat the blocking was 

conducted upon the request of the Ministry of Communicationand Technology. The email additionally 

mentions that Ourvoice's website is included inthe Ministry's list of 'blacklisted websites'. The company's 

email also referred to 'Trust+ Positif ', which is 'a government keyword filtering system' according to 

Minister ofCommunication and Information Technology Tifatul Sembiring. The official website of'Trust + 

Positif' (www.trustpositif.kominfo.go.id) does not provide detailed informationon how the system works 

or the laws and regulations that legalize it. The limitedinformation on the website does reveal however, 

that the government classifies availablewebsites on the Internet into 'blacklisted' and 'whitelisted' 

categories. Whereas the 'Trust+ Positif ' website claims that the database is available to the general public, 

as of 10October 2013 no downloadable database could be found under the website's DownloadCentre or 

Directory tabs. 

Prior to the shutdown of Ourvoice's website, London-based organization Article19 reported that the 

website of the International Gay and Lesbian Human RightsCommission (IGLHRC) had also been blocked 

by several Internet Service Providers inIndonesia.9 

Internet censorship in Indonesia is conducted not only by the government but also byprivate entities. 

Through its DNS Nawala project, Nawala Nusantara Foundation claimsto provide 'access to clean and safe 

Internet'. It 'filtrates negative contents which are notin accordance with Indonesian norms of decency and 

cultures, such as those on pornand gambling'.10 By simply changing the DNS setting with the IP address 

provided byNawala, Internet users can ensure that any device using their Internet connection will notbe 

able to access websites 'violating Indonesian norms and cultures'. Internet users canalso submit an online 

complaint to Nawala should they find such websites that have notbeen blocked by the foundation.11 

Whereas the service provided by Nawala may be useful and arguably necessary for privateInternet use 

(for example, parents using the service can prevent their underage childrenfrom accessing porn sites), it 

is clearly problematic when used on a public scale, as provenby the cases of Ourvoice and IGLHRC websites. 

Unfortunately, this is no longer unusualor scandalous in Indonesia. In fact, the Association of Indonesian 

Internet ServiceProviders (APJIII) in August 2012 stated that it works together with Nawala in 



filteringnegative contents on the Internet.12 The state-owned telecommunication enterpriseTELKOM was 

one step ahead of APJIII by signing an agreement with Nawala muchearlier, in 2009.13 

In his 2011 report, the UN Special Rapporteur on the promotion and protection of theright to freedom of 

opinion and expression Frank La Rue, points to the problems withimposing the liability and responsibility 

to private entities acting as intermediaries: 

Lack of transparency in the intermediaries' decision making process also often obscuresdiscriminatory 

practices or political pressure affecting the companies' decision.Furthermore, intermediaries, as private 

entities, are not best placed to make thedetermination of whether a particular content is illegal, which 

requires careful balancing ofcompeting interests and consideration of defences.14 

While the two main threats faced in Indonesia's cyber world, as described in this article,share the 

denominator of being related to the freedom of expression, they require tworather different approaches 

to be undertaken by the Indonesian government. For theprosecution of individuals expressing their 

opinion online, the government shouldwithdraw the vague criminal provisions which arbitrarily and 

unnecessarily restrictfreedom of expression. For the issue of Internet censorship, clear regulations 

prescribedby a law should be enacted. The current status quo, where there is no clarity on whoperforms 

the censorship or how, does not enhance freedom of expression, but ratherprovides space for abuse and 

arbitrariness. Regulating censorship in a law alone is notenough to guarantee freedom of expression; the 

content and procedural aspects of the lawshould also be in compliance with international human rights 

standards. 
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